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Abstract: With the popularization of deep learning, more and more attention has been paid to its security issues. The
adversarial sample is to add a small disturbance to the original image, which can cause the deep learning model to
misclassify the image, which seriously affects the performance of deep learning technology. To address this
challenge, the attack form and harm of the existing adversarial samples were analyzed. An adversarial examples
defense method based on image reconstruction was proposed to effectively detect adversarial examples. The defense
method used MNIST as the test data set. The core idea was image reconstruction, including central variance
minimization and image quilting optimization. The central variance minimization was only processed for the central
area of the image. The image quilting optimization incorporated the overlapping area into the patch block selection.
Considered and took half the size of the patch as the overlap area. Using FGSM, BIM, DeepFool and C&W attack
methods to generate adversarial samples to test the defense performance of the two methods, and compare with the
existing three image reconstruction defense methods (cropping and scaling, bit depth compression and JPEG
compression). The experimental results show that the central variance minimization and image quilting optimization
algorithms proposed have a satisfied defense effect against the attacks of existing common adversarial samples.
Image quilting optimization achieves over 75% classification accuracy for samples generated by the four attack
algorithms, and the defense effect of minimizing central variance is around 70%. The three image reconstruction
algorithms used for comparison have unstable defense effects on different attack algorithms, and the overall
classification accuracy rate is less than 60%. The central variance minimization and image quilting optimization
proposed achieve the purpose of effectively defending against adversarial samples. The experiments illustrate the
defense effect of the proposed defense algorithm in different adversarial sample attack algorithms. The comparison
between the reconstruction algorithm and the algorithm shows that the proposed scheme has good defense
performance.

Keywords: adversarial example, image reconstruction, deep learning, image classification
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Figure 1 Image reconstruction principle framework

HU T 2 g IMEE DL — AN N IR ZE 00 TR 4
PG O X S B, FE A S ) S RE S 25 BR X it
FEARSEFTAR NI E B . B1G gt & 22
SANEGEAN T EER 728, S A BT T
AT, AN TR TIREEA, A T X
FEARLE G PR 450), 3 T BRI R UER = .

22 ETFHOAERMCBIBEIREME

(1) & J7 Z /M

KT 28 B /MBS I DA s 4 07 0K 18]
FERIIIITVE, E i R v RS T A4k ) ST
Ze /NG44, ZEIVEEA BT .

B, —IREG G R SRS A B R
TNH(x,,2) > e x By SRl AT EONSIEL, 2
SEEGIIRIEE, RGB EGEIGIIEIELCY 3. X
FEAMEZ RCR A AR S RIBENLAE 7 B (1) T Ak
E IR AU T HAEAE 0 Al T AR,
M B(x,y,1) =11, BB ELHETRE, H#iT2
TSR J5, S5 R I b G [R5
BE RS

WRIG, MRS ERE—KE f, R
P I B G — A B R R R, WIS R
UG ZEAIR R, 4R 7 221 77 AR
a5 G E G20, B E ARk

argmin(||(1-) ® (2 —x) |, + Ay - TV(R))  (5)

o, xR x FREME R AL E R AR SS
FIBENLAZ & CRP x 9 B 5 x AHFERTER 01 56
B, T AR, (S HT 15 AR B L
R A E M EE X Z AR ZE 5, e iliar a2
THZ BN ES, MERZEILERL, TV
nf HARR IR N

TV@E) =1, +J, (6)

o, 1, R T, 9 KL 1AM EIEIE R HTAAT
MR TT 2%, PRATH AR TR .

N
TR B AR VEST(EA RN I[A
i=2
N @)
J2 = Z” x(:,j,l)—x(:,j _171) ||2
i=2

TV (%) AR E G A REME R RN ZE S
AR 5 ZE AN B/ NI FRE-25 BR B S0 0 FUREAS R I HE3h
R e ERAR AT TP AFAE I 0 B T
Ko W BRENME R ATV, ORI Ba 2
SRR AN RO, Bafs MBS T
RS, DR B i it .

(2) Fiksuk

FERT ST 2 B M SRE AR FO A I R P o S
R FESRIF I AFBR i, ASON F st o ey



£ 90 W 44 5 B e A28 3R

8

ZEf /IMEEE AU G O X 3 8 2%
BT R

TERA T T, AR SO G Lo X 3 AT
Flo fEASCAREBE) MNIST T35 57 BIG Fn 4k
W, BEIE RIS 28x28. %K IR #
FHIRN G HER T 40%~90%. KL, Xt
OO XS T AL B, SEPR A B FEE I 14x14 K/
W EUG AT I, RN EAELAR . JEEHER
AR 2 s

o O O

0
VO gy TME B
0

© .00

o O O © O O
B2 o RO IGEs

Figure 2 Illustration of center size selection
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